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1 Prologue

This document is suit for the S7140 VPN Server, it helps you to use this product
quickly, It details the procedure for connecting a S7140 to a personal computer via the
Ethernet port, Configure the S7140 setting with a VPN communication

The following S7140 instead of S7140 VPN Server

1.1 Version
1.00 2008-07-07 First Draft Yangjun

1.2 Referenced Documents

R6212120 GPRS_VPN_Router_Datasheet V100 Chn.doc
R63_CDMA VPN _Router_Datasheet V100 Chn.doc

R64 EDGE_VPN_Router_Datasheet V100 _Chn.doc
VPN_Router_QuickStare V100 _Chn.doc

1.3 Notice

S7140 is a registered trademark of Shenzhen Forwellwireless.co. LTD.

The copyright of the document belongs to Shenzhen Forwellwireless.co LTD.
Copying of this document and modifying it and the use or communication of the contents
thereof, is forbidden without express authority. Offenders are liable to the legal sanction.

Shenzhen Forwell Wireless Co., Ltd.
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2 Introduction

2.1 Brief

Ethernet is migrating from traditional IT equipment and being adopted as a standard
interface for many types of machines, however challenges arise at customers sites where
the LAN infrastructure is outside your control.

The S7140 VPN server is easy to install, reducing the reliance on the end customer
and enables direct access to your remote LAN devices for control and monitoring
purposes. It enables companies to remotely access equipment at mobile, remote
networks and isolated sites.

It offers lineate network routing optimized for machines, small networks and
specialized Fixed IP services now available from wireless operators. It offers low cost
router operation through Dial-out, Dial-in and Always Connected modes of operation.

It also supports VPN function for the high security transmission.

2.2 Features

® Reliable Architecture
Embedded Linux OS .X86, NP architecture

® High Quality VPN System
Comprehensive security certification method fully ensures system security
Recovers automatically from a broken connection
Sets up VPN tunnel individually to inspect status and distribute bandwidth; highly secured
and flexible.
Encrypts all communication processes through DNS, ensuring security and reliability of
the system operation

® Secure and Reliable Firewall System
Effectively prevents most common network attacks
Controls and records internal users’ access to Internet regulate employees’ chat and web
access behavior

Shenzhen Forwell Wireless Co., Ltd.
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Limits single user’s connections to fend off attacks from within

Bonds MAC/IP address to prevent user’s ID from theft

Strategically protects the application server from exposure in the public network using
DMz

Shields the internal network through transparent Proxy and NAT

Real-time monitors and reports upon detecting network attacks and emergencies
Controls and defines each user’s access right and scope, protecting business’ confidential
information.

S71 VPN Server User Manual

® Easy To Use and Flexible Intelligent Router
Provide the professional function among domestic firewall products
Separates and expands connections to speed up data transfer
Easily sets up a fixed routing table, also applied to a large-scale network

® Multi-Priority Flow Management Ensure Network’s Reliability
Flow control based on IP or service grade to manage internal users
Guarantees QoS for different service grade
Prevents packet loss using advance technology, ensuring error-free data transfer

® Complete Management and Logging Function
Integrates SNMP service, managing network effectively at ease
Records and analyzes Log, managing complete network status

2.3 Specification

Function specification

Supply voltage : 18V suggestion

Firewall Speed: 100 M bps

Network: Internet access Gateway, route access
Protocol: IPv4

Function: Load balance. binding of bandwidth. WEB DDNS
Network

Internet access mode gateway Mode, Transparent Bridge, Routing Mode
Protocol IPv4

VPN

VPN Egypt ion Speed : 5M~200M bps

Channel number: 8192~327680

New session per seconds: 2250~45000
VPN channel quantity: 100~5000channel

Authorization :
HASH arithmetic: SHA-1 MD5

Shenzhen Forwell Wireless Co., Ltd.
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Authorization mode: Preshare code

VPN Mode: TUNNEL

VPN type: Intranet VPN Extra VPN  Remote Access VPN
Interface

Power Plug in power supply
Ethernet port: 4 Entries 10/100Base-TX port

Dimension

size: 480X 186 X40 (mm)

weight: 2.2 kg

shell: Good electromagnetic shield and, heat radiate performance

Environment

Ambient temperature: —200C to +600C
Storage temperature: -50°C~857C.
humidity: <90%

Electromagnetic Compatible
Electrostatic Discharge (ESD): 3 class
Radiated, radio-frequency, electromagnetic field immunity test: 3 class

2.4 Type application

® point to point

g‘iii L
27 x

LETPro VPN I\uutu

”"" DN LTPro7021 VPN Server

Picture 1 base on gateway and gateway

Shenzhen Forwell Wireless Co., Ltd. 8
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3 Set-up

3.1 Panel introduction

WAN ACT Lights up  WAN havel00M equipment
connecting

LINK Lights up  WAN have network connection

LAN ACT flashing  LAN havelO0M equipment
connecting

LINK Lights up LAN have network connection
flashing  LAN have data transmission

DMZ ACT flashing  DMZ working normally
LINK Lights up Start-up DMZ function

ACIB0V-220V 50-80HZ

Back board panel

Shenzhen Forwell Wireless Co., Ltd. 9
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All port of VPN Router is on the back board panel, please according to front picture,
the description as following
® Power jack: Supply DC 9~18V
® R jack: restoration Factory default, used pen and press the jack about five secs,
it will restoration the system parameter of factory default. example .when you
have forgot the password of web management of VPN Router, you can do like
this
® LANport: local area network, 4 Entries 10/100Base-TX port, automatically
identify Crossover or parallel line port, a computer. switch join the LAN network
via LAN port
WAN port: be used for DSL/Cable MODEM connection, 10/100Base-TX
® Console port: Connect with cable to carrying out command

3.2 Assumptions

To carry out this procedure the following hardware and knowledge assumed:

Hardware Required:

Personal computer or notebook computer with an Ethernet port. In most cases this
computer is running the Windows operating system (95, 98,
2000 or XP)

A S7140 VPN Router with appropriate power supply for your equipment

An Ethernet cross-over cable connects the computer to the S7140VPN Router.

An “Internet enabled” SIM from the local GPRS /CDMA/EDGE/ECDO service provider.
This SIM should be in an unlocked state.

Knowledge Required:

How to change IP address on the Ethernet interface of the computer.

How to change the default gateway and DNS server address with the computer.

The Access Point Name (APN), for the SIM from the local GPRS/CDMA/EDGE/EVDO
service provider.

The username and password for the GPRS/CDMA/EDGE/EVDO service. In some cases
no username and password are required.

It is assumed that the default IP address of the S7140 VPN Router is 192.168.0.254 that
the computer will be given an address within the 192.168.0.???
Range. And the gateway is the same with 192.168.0.254

3.3 Set-up

The following is a more detailed explanation of the steps; it required to connect a
computer with the Internet using a Router

According to your fact condition, connect to your pc as the following two connection mode

Shenzhen Forwell Wireless Co., Ltd. 10
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® (1) Directness connection:

6nnect to
L LAN port
=

® (2) LAN Connection:
Put a Router connect to HUB or Switch. Then you can used any PC of LAN network to
configure the Router

S71 VPN Server User Manual

This is an outline of the steps required to connect to the Internet using a Router

1. According to the top picture connect all equipment

2  Attach the antenna; insert the SIM with no power

3.  Connect the computer’s Ethernet port to the Router Ethernet port using a
cross-over cable.

3. Ensure that the computer is on the same network address range as the Router
and make the computer’s default gateway

4. Access the Router using the web interface.

5. Connect to an Internet host via the Router

Shenzhen Forwell Wireless Co., Ltd. 11
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4 Configure directory

4.1 Brief

The Router has a WEB configuration interface. It makes Setting Router much easier.

This passage will explain all the function of the configuration, suggests IE4.0, SSL
connection, 10000(port)

You can access: https://192.168.0.254.10000(Router default configure address :)
easy,

4.2 Setting local PC IP address

Ensure that the local PC is on the same subnet range with the Router and make the
default IP address of the Router is the PC default gateway

Example, below the IP address of the pc has been set to 192.168.0.124 and the
default gateway is the default address of the Router (192.168.0.254).

For Windows XP the sequence is:
START >>Control Panel >> Network Connections >>Right-Click on Local Area
Connection >> Properties >> Internet Protocol

Change the computer’s IP address, default gateway and DNS server and then click
OK.

It may take a minute or two for the computer to be allocated the new IP address. In
some cases, a reboot may be required.

Shenzhen Forwell Wireless Co., Ltd. 12
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L ENEE BRI 2] x| Internet #H2 (TCP/IP) BEHE e S
M |ur |sa | |
YR S IEEEE T , NI R EEeia IF B8, Fl,
: ERE PR EREERLRIFESN IF BE.
I B Intel (R) FROS100 VE Desktop Ce BREC)... I
HIEEERTRIME 0): " BEEhFEE IP ik @)
gMicrosoft PR E Pis — SERTEA TP Mtk E):
Bly; crosoft FASRENTL AT EDHIEEE IF Hibk 1) 192 168 . 0 . 124
B4 ) 192 165 . O .Z254
2w | =mo | Bete |
e | BEharig Ihs RS S2HbE (B)
gg}%‘;ﬁ REUAI . BRI S RS —(+ {EFATFER Dis R4 S3HE (E)
s BiE i fRsEE (B): 192 163 . 0O .254
SRR R TEE O R [
[ s R Rt A R R AR )
EER . |
wE | mi | T i

Ensure the PC is on the same subnet with the Router

To test that there is connectivity between the computer and the Router, you can ping
the Router using the ping command at the command prompt. Get to the command prompt
in Windows XP, use:

START>>RUN>>cmd

Run E]@

- Twpe the name of a program, folder, document, or
: Internet resource, and Windows will open it For vou.

Open: | SO v

I OK I[ Cancel ] [ Browse. .. I

The ping command is entered as follows:
"“WINDOWS' system32'.cmd.exe

5.1.268A1
icrosoft Corp.

C:“Documents and Settings“Administrator>ping 192.168.8.254

If successes, you should see some ping statistics like the following example

Shenzhen Forwell Wireless Co., Ltd. 13
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INDOWS system32 cmd.exe

C:~Documents and Settings“Administrator>ping 192.168.0_.254

5.1.26881
H 1985-2801 Microsoft Corp.

Pinging 192.168.8.254 with 32 bytes of data:

Reply from 192.168.8.254:
Reply from 192.168.0.254:
Reply from 192.168.8.254:
Reply from 192 _168.8.254:

hytes=32

Ping statistics for 192.168.0.254:

Packetz: Sent = 4, Received
Approximate round trip times in milli—seconds:
Minimum = Bms, Maximum = ims, Average = Bms

= 4, Lost

time=1ns
time<ims
time<{ims
time{ims

4.3 Logon the web Configuration

The Router is configured using a web browser as the interface. To logon to the web
server enter the IP address of The Router in the browser address window. The default
address is 192.168.0.254. A log on interface should display.

The username is "admin". The default password is "888888".

4.4 WEB configuration

If Login successful, the browser should display the following web page, Router setting

can be configured.

4.4.1System

V§2000

IHERERY e
ipzechEiEsg 1

Exinfch FINI , 2 VANOREIE
R 6.0 (SH: 2007040419 )
EtE etek. 3322. org

FAEYBTATA Tue Tun 12 18:18:12 UTC 2007

PP TPk 192, 168. 10. 1
Wan1 (IPHEAE-E6L. 141, 150,18 )

BRI CPU #HE 3w, THEATE 35544 M, HEEhEtEE8 nin

Shenzhen Forwell Wireless Co., Ltd.
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XA FINI , 2 WANO S FT0E

iR A 6.0 (3N: 2007040419 )

EiE etel. 3322, orz

FREEHATATA] Tue Jun 12 18:18:12 UTC 2007

This page contain system info. firmware version. Hostname. and system info

4.4.1.2Interface info

P TPt 192, 168. 10. 1 AT 16467362 FLF 44095852
WAN1 (IPHEAE-RE61. 141, 150, 18 ) AT 42267043 P 14426693
If the WAN Interface is configured correctly there will be an IP address displayed and
Transmitted and Received Bytes. Example”202.192.57.143"is configured WAN
successfully and get address (please according 4.4.22 burl),

4.4.1.3Source State

RiEthTE CPU #RE 3 ¥ TEATT 353944 BT, 22039 nin
FEEREL 53
ipsechEiE4r 1

After you had successful configure VPN, IPSEC Tunnels will show tunnels number,
example S7140 01 is 1 IPSec Tunnels and S7140 02 is 2

4.4.2Interface

To display the interface configuration page,
4.4.2.1Working mode

It Include Routing Mode. Transparent Bridge. Gateways Mode.We advice to used
Gateway mode, default is Gateway mode.

(1) Gateway Mode: If your Router network is connect to Internet

Shenzhen Forwell Wireless Co., Ltd. 15
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o BEpE

o FEERRTE,
Pl |
FRHED |
SNEME |
I (kbit/s): LT | it |
[T ATz

& FEE
[© Bzhfghisdn dEasLEARERED

EE: L ORPERRE N ERENN, EER AL/ O IMEE.
2 EHIRETIER, BAERRY, WIREAREL.

(( # )

(2) Router Mode: If the Router operate with other Router in the same network,
including a gateway, if you choose Router Mode, you need to
setting another Router as a gateway so the computer can be
connected internet

On the Router Mode, WAN and LAN port implement transparent connection via

ARP-Proxy

(3) transparent bridge: Choose this Mode, connect two kind of network, the
administration should fill info; include IP, subnet mask,

gateway.
¢ MEHES
&~ FEEHTHE,

IPHbhE |192. 168, 100. 1
F TS |255. 2E6. 255.0
ANEFE |192. 168. 0. 254

#HE (kbit/s): EFT (100 Fit |znn|
[T NaTH=,
« FxER

© Bzha#Eisd GJEDsLEFERE)

EE: | HEFESEEENERESE, EERRESMLAN/ WANO ISR .
2 EFAEENTER, NERERE, MR Aaedi.

IP Address: Type the static address according to ISP offered, all LAN port
and WAN port will share this IP address. Attention to the
default gateway of LAN computer must set this IP address.
Then it dial-up.

Shenzhen Forwell Wireless Co., Ltd. 16
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Subnet Mask: all WAN and LAN port exist in this subnet.
Attention:
1, Clear LAN/WAN ip configuration before you set Network to be Transparent Bridge Mode

2, you must reboot system to make the new setting work after you change the mode

4.4.2.2WAN

FARI O E S -

C EEIP

ADSLIESHERE

HiEtE SER

DHCPEETE

*HiEE
e owEss®: o[
b AT | DNsAR &Rz |
BRI | DNsAE S 25 |
(INRFIREDNSARS-28, R THT kI

ESEERERER

01

0N

iirkii L [szteiline1fd. gd HAEDERE josssee
M ISPREIDNSEE? [N B ol S IEREA BT A |sn BF(40-907
EE RS R ? |1412 == ERIHTLCHEN? [N ol

=

SHTHEE. f&E2020. 10, 10,0724

=
LiTHE: | kbit/s  TITHE: | kbit/s
#2251 pBl dhep i F BRI - - MaCHiEFERE  [00:09:CA: 14:EF:FO

ADSLEBED, IP = 61,141, 150. 18
[ RREE |[eEg=E) e

According to different ISP, WAN configuration include Static IP, ADSL, PPP, DHCP
Mode, we usually choice "PPP mode” for this production

® (1) static mode
According to Static IP from ISP offer. Type Corresponding IP, Subnet Mask, Gateway, and
DNS as following

B EIPREE RN

IRWAE (10,7682 DSARSHEE1 202, 96. 134. 139]
PzEf€18  [256. 265, 265, 0 DushRSRER2 |
BRI |1|3_ 1.68.1 DNsHR &% 3 I

BNR-MREINSHR A28, 2 Sl TAT Breda)

Shenzhen Forwell Wireless Co., Ltd. 17
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() (2) ADSL
If you connect with network used Via ADSL. Please choose this option

S EENERR

S71 VPN Server User Manual

BEREASE [szteilinglfs. gd EREDER (osseee
MISPRE|DNSELE? &2 O F SRR [B0 #b(a0-00)
B HER T |1e112 =4 EEHITLCRHE N (- B ol

() (4) DHCP
Choose DHCP function, get Ip address from network configure automatically
® Static Routing

202. 96. 0, 0711 =]
202. 83. 0. 0/12| AFES, 20,10 10, 0/24

=

WANL1: Static Routing
The procedure for statically routing has three steps:

1, for each data link within the internet work, identify all addresses (subnet or
network)

2, for each router, identify all data links not directly connected to that router

3, for each router, write a route statement for each data link not directly connected to

By summarizing a group of subnets or even major networks, the number of static
route entries may be reduced drastically. However, caution must be used when
summarizing addresses; when done incorrectly, unexpected routing behavior may occur.

The administrative distances of all dynamic routing protocols are substantially higher
than 1. Therefore, by default a static route to a network will always be preferred over a
dynamically discovered route to the same network.

4.4.2.3LAN&DMZ

T T
192, 168, 10. 1 256h. 260, 265.0

P rfEarpls 8 G L arpit)
G = e F O R

LAN Cedit): Local Area Network parameter

Shenzhen Forwell Wireless Co., Ltd. 18
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LAN [ IP address  the default parameter is 192.168.0.254:10000
Subnet Mask: the default parameter is 255.255.255.0.
Click” edit” in LAN (edit) tab, Change local IP address .

IP Address [t92. 168. 100. 1

Subnet Nask |255. 255. 255. 0

If you change successful, the login Address is 192.168.100.1:10000, the other PC
must be change local IP address, and it is the same with LAN of Router

4.4.2.4DHCP

The configuration as below

¥ T HDHCPAR &
v gzhr AT EMachhtf IE R P
P IP [192. T68. 10. 1

DNShR S8 [202. 86. 134. 133
PP TP [192. 168. 10. 100
FIFIPHdIbEE & [192. 168. 10. 200
P P TP 45 1T [255. 255. 255. 0

Shenzhen Forwell Wireless Co., Ltd.
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DNS &P km

DNs AR&-8% [202.°66. 128. 86
|2|32. 96, 134. 133

|
sheEdn=fEE™ |3322. org vI

EHE Ie‘tek. 3322 org
mmﬂﬁ?%|aﬂ
DDNSHIZE TS ||||lll

e ——— =] e - = .
@ =) RERD 620 3

i

If you can connect with Internet hosts using their IP address, but not using their
domain name, you may have to switch on DNS Relay within the Router. The process for
this is to log into the Router as described above, then configure the Ethernet uplink
settings.

Before you setting DDNS,YOU must access www.3322.0org, www.dtdns.comand
other DDNS service providers to register a domain name (DDNS server is dtdns.com
supply)

DDNS Server: the default DDNS function is close.If you need open this function,
choose A Dynamic DNS service providers from menu, and type your Username .
password and host name in DDNS Setting

Select “enable” Tab to start-up DDNS, It auto change this domain name ip with every
dial-up connection

Shenzhen Forwell Wireless Co., Ltd. 20
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ASEERT

B F1HIFP |192. 168.0.0

FPfED |255. 255. 255. 0

Bl X |192. 168. 10, 1

TRIT
Aim IP: Next Router IP
Subnet mask: Local subnet
Default gateway: Local gateway
4.4.2.7VLAN

VLAN is menus Virtual Local Area Network
#ik{z8
BN |192. 168. 1.0

FFIHERD |255. 265, 255, 0

FlsEED Lal =

Shenzhen Forwell Wireless Co., Ltd. 21
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4.4.2.8IP/MAC Bind
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WEMIF [152. 168, (0.1 00:10:26: A8:C6:EE & REMMSEEIACKRIERIIR, R,
192,168, 2.2 00:0C: 20:A49:FB: AC

FIE192. 168, 2. 24 EF

00:0C:29: A09:FO: AC, TPFIMAC (AL
TiEER, ST—%. ST TEHN
“ARPER ST F” AT AR
IP-Mac, LLEEE,

LI arpfli=

TRIT

Choose “enable” tab, it will bind an Ip with Mac address in LAN. the format as below
192.168.0.124 00:10:C6: OE: 07: EB

4.4.3Firewall

Frequently used by corporations and educational institutions for increased security,
firewalls work by blocking certain Internet traffic from entering or leaving a network.

Internet traffic moves through a firewall based on service identification numbers that
are known as ports. Certain ports must be open for Router to work. Network

administrators typically open a minimal amount of network ports, allowing the traffic for
approved applications to enter and leave the network while blocking other network traffic.

4.4.3.1Security

The default Firewall function is enable, if this function is close, filter SYN Attack . filter
tear Drop function and so on also would be closed

Shenzhen Forwell Wireless Co., Ltd. 22
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BB W

HE ST M W | msmp BB 0 &

=

I it WP Bk waE: [ msEw BiE: B8
W i Ping of Death M fmiE: | wsEw DB &
¥ iiE Tear Drop HTh BitiE : &
v itiE IP Spoofing EE BitiE . 292 &
P % EEERTE Biti ;B
I 28k A48 P ing
P oRsEeewEEsy 81 0 BitiE : 800 &
I THsEES
EEEE |
BT

4.4.3.2lp management

In order to manage easier, setting the local area network user’s Ip and Mac address, avoid
user change IP

503

Click’creates” tab the display as below

HF & IYUHLTI

TPibht [152.168. 10, 111
GEE AT [255. 255, 255, 255

MACHRAE [30:10:C6: 0E:07:EB

If you have succeed create a IP manage, the next as below

Shenzhen Forwell Wireless Co., Ltd. 23
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- 0000

(I T S T

TUHUL (4RiE) 192, 168, 10. 111 285, 255, 2558, 255 00:10:CA:0E: 0T:ER

4.4.3.3Services

System pre-establish some servers, this services are used in firewall. Access rule
and server manager and so on in LAN or WAN port to choose

As below display .you can see Port Name, Port Range, port value. Click “edit” to
change it

AOL (EREE) 5160-5154

BGP (4REE) 179
DHCP-Relay (4REE) a7

DNS (4REE) 53
FINGER ({R%E) 78
FIP (RiF) 21
GOPHER (fR%) 70
H323 (RER) 1720, 1503, 1719
HTTP (iRE) a0
HTTPS (iRiE) 443
IKE (imiH) 500
IMAP (iREE) 143
Internet—Locator-Service ((REE) 384

IRC (iRiH) ARA0-FERY

1.2TP (4RER) 17Mm

4.4.3.4Port map

If the Manager set up on a DMZ or internal network with private addresses, some
configuration of the Manager is required, as well as setting up the port mapping and
access rules in the firewall.

The port mapping must be set up for the web and data ports defined in the Manager.
You must use the same ports in the firewall as on the Manager configuration, both for
HTTP/HTTPS web and for UDP data.

In some firewalls, you have to set up access rules separately from the port mapping,
and in others the access rules are implied by adding the port mapping.
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AE00-AA9D (AREE) AB00-AR99 192. 168. 10. 227
9999 (iRE) Eﬁ 9599 192. 168. 10. 246 Eﬁ
60000 CEREE) TFE #0000 182. 168, 10. 189 =
9998 (iRE) = 9998 192. 168. 10. 101 =
1788 (4WiE) T 7788 192, 168, 10. 108 [5=4
1122 (4mEE) = 1066 182, 168, 10,113 =
TITT (REE) = T 182, 168, 10. 76 =
60000 (EREE) == #0000 182, 168, 10. 181 =
2200 R 218.18. 211,66 2000 192, 168. 10, 200 =
o 000 R TE a0on 182, 168, 10,224 T=
—_— 50000-50005 (REE) = 50000-50005 192. 168. 10. 88 T=
GE6E (R = 6568 192. 168. 10,54 fEs=1
G666 (4REE) TF= 6666 182, 168, 10. 75 5
5000 (4REE) TFE 5000 192. 168. 10, 233 TFE
11111 (REE) = 11111 182, 1A%, 10. 15 5=
B000 (4RAE) TFE 8000 192, 168. 10. 234 =
8588 (HRE) TFE 8888 192. 168. 10. 148 =
2222 (iWAE) = 2222 192. 168. 10. 168 =
600 (RmEE) T 00 192, 168, 10. 145 [5=4
10000 (REE) = 10000 182, 168, 10, 249 =
252 |

Click"create” tab to create a new port map the display as below

ABR/ROS 5o
JEpIPib [220. 182. 63. 27

AR O |3|:|
BRSH TPHbhE1 [fs2.168. 10 111
¥ Ctop Cudp ™ all

4.4.3.51P MAP

With NAT enabled, the IP addresses of nodes on your LAN are private since they are
hidden from the Internet. IP Maps let you forward all requests directed to a public IP
address provided to you by your ISP through the Entopic router's NAT interfaces. Once
configured, all network ports and protocols will be forwarded to a specific host or server
behind the Entopic router.

If your ISP has assigned you multiple static IP addresses you may want to have one
or more of these IP's assigned directly to hosts or servers behind the Entopic with NAT
enabled.

Example: you want to place a public IP (212.18.211.42) onto the local workstation IP
(192.168.10.1) then this Quick Guide will take you through this process step-by-step. How

Shenzhen Forwell Wireless Co., Ltd. 25



ForwelliG X F 5

S71 VPN Server User Manual

this is done will be determined by the type of routing (or bridging) handled from the ISP.
The IP's can be routed to the Ethernet interface of the router, or be bridged to you on the
WAN interface

Click” creates” tab to create a new IP map the display as below

IP bt [212.18.211.42
PR B33 [102. 162, L0. 1]

IP Address: The WAN IP address
Mapped Server: The LAN IP address

T [ T
212,18, 211,42 (SRiE) 192,168, 10,1
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|ﬁ§l% I

LI [FrameERE <]

ARRPE [FERERIE o I

LA [ Fram ki =

SRR [ Fram ki =

|ﬁﬁ$ﬁ$ I

|E$ I = -
(s ) |El$ﬁi§¥. I

Click "create” tab to create a new strategy and click "APPLY” to make new setting
work, the display as below

4.4.4VPN

For select this function, you Can configure Router as client and server, how to
detailed configure VPN? Please referenced document
How_to_config_VPN_V100R_Eng

4.4.4.1VPN LIST

According to different require to choose suitable VPN Server type, it
contain "client”. "server’. "Software client”

Shenzhen Forwell Wireless Co., Ltd. 27
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l(;EEéi)em wpnl08 182, 168, 0. 0/255. 255, 256, 0 etek. 3322, org 192, 168, 1. /255, 255, 255, 0

w @ Client © Server © Software Client

Hetwork Setting Option
[” VPN IP NAT to Host IP

r Support VPN Tunnel Transmission

YPN Status

® (1) configure VPN Router as client , if connect Router with other equipment
Select’client” option and click” add” button, display client web as below

Local ID is the name of this connect

Username (Local ID)Ianﬂﬂll (Host name iz default)

Local Subnet Cormnection will be created when ID&F
Select IIHPUT _:J zame with that in the Server.
IP IIQZ.IES.D.D Propozed name: clientl.wpnll.com
Subnet Mask|255.255.255.ﬂ

i i Attention:

LIRS IP!DDmalnIEtEk'aazz'Drg In ggﬂlgztwork,some Subnet can be 11

Opposzite Subnet - Fouting is on the Subnet Address to
Select IIHDUt —J S0 the Client Subnet that connected
IF |192.168.10.D cah hot conflicted. The same, it can n

Server’ = Subnet.

Subnet Mask|255.255.255.ﬂ

Pazsword I******

Loprezzive Mode r

Cancle

User name (local ID): local ID is the name of this connection(host name is default, it
must be the same with VPN server configuration)
password: The same with the server.
Dynamic IP: Dynamic IP means opposite maybe Dial-up connection. So no
input IP Address.
® (2): configure Router as server
Configure VPN Server parameters. As below

Shenzhen Forwell Wireless Co., Ltd. 28
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AF& GtH D) [roniln

AT wE WA =
1p1‘a|192. 168. 10.0
$410 |255. 255. 255. 0

MAPEEE  [Zh5TF o |

HHTH e [ =]
TP{E [152. 168, 0.0
474 |266. 255. 265. 0

i [rrnne

EFTEE, r

A I IR — 4T

(BErt AR

IDHIE B 55 P RIS, RImIaar BEEE
HIMFIEFM ¢ clientl.wpnll. com

EREETPR AT A AR SR, T AR A TP

2

TEVPN BIFIEES, ATLUEEFR
BLEE|—fE, MEAZETFHAMIE
FEA, FTEAPTHIEMTPN SERVER
FMEPIRATFT RS, hhae
EIR &M F .

When correspond Subnet choose software Client, the function is the same with the

following “IPSec software client”

] (3): configure Router as “software client”

How to install software client. Please referenced document:
"How_to_config_VPN_V100R_Eng”

Tzername

Dpposite ID) IDBCYBER

[

Local Subnet Select IInput

IF |192. 168. 2.0

Mazk |255. 756, 255, 0
Oppozite ISta‘tic IF vl
IP/Domain

|1n. 240, 3. 122

Opposite Subnet

Select IPrivate network cl:i.entj

IF |

Mask I

Paz=zword Il 111

AEgressive Mode r

Oppozite ID 12 the only signs of
thiz link

(Opposite Hose name)

Cormection will be created when
ID&Paszzword is the

zame with that in the Serwer.
Porposed name: clientl.wvpnll.com

Dynamic IF means Qpposzite maybe
Dial-up connection.
S0 no input IP Addrezs.

Attention:

In VPN Hetwork, some 3Subnet can be
linded together.

Routing i1z on the 3Subnet Addressz to
differentiate.

So the Client Subnet that connmected
into VPN Serwer

can not conflicted. The same, it can
not conflict with

Server = Subnet.

When you configure Router as software client,”private network client” is not must

configure

Shenzhen Forwell Wireless Co., Ltd.
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S 1rsec BELH i il
iE¥E ID: ECTEER-TAHGHE

THRIE: [P

ik I****

Web FEbHbbE - |1c|. 240. 3. 122

v FA teb shEEE RS

SHFR:  [192.168.2.0

A FREERD: 255 255.255.0

WERI AP Wik )
FHFRA: |
EHTFFER: |
s REE

eeEe | mews | smo | Ew

(IPSec client)

4.4.4 2\/PN state

The list display currently VPN connect mode and connect state

Communications
Opposite IP Local Subnet Opposite Subnet .

218.18.211.170 192, 168. 0. 0/255. 255. 255. 0 192. 168. 10. 0/255. 255. 255. 0 connected 0

If you have succeed configure VPN, you can see IPSEC Tunnels will show tunnels
number

Swztem State ztarted 29 min, cpu load: 1.34, 1.20, 0,97
Simultanecus Connect 10
IP5ec Tunmels 1
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This page you can configure and check procedure of Router

4.4 5.1PPTP

Click "VPN & in S7040 WEB configure page, choose "PPTP & "to configure PPTP,
the display page as below, select ”jd il PPTP” to Enable PPTP function, please type start
ip and End IP

¥ B HFPTF

e ———
(L. #2HHIP [192. 168, 100. 100

£ kTP 192, 168, 100. 255

click“#fi 2 “to confirm your configuration, then it will create a new PPTP user as following

“Jit H PPTP™: enable PPTP configuration
e 1P Start IP
“Yk 1P End IP

f::_\
(verg®E )

i 1o o

Type your username and password (it must be the same with you client PPTP
configuration) .save your configuration. Then you have succeed configured PPTP server
PPTP user

T serial number
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“FHr 4 User name
R password
4 e new create

PPTPHFRE

HF& FE

%= i3 I.-.-.-

U EE0 I.-.-.-l

Configure PPTP AS Front picture, type the user name and password from ISP offered, if
you have succeed configure .then your can communication immediately

4.4.5.2Time

You can change” hardware time” and” time server”

I
E¥ HE A F B
= [55] [FR =] [e007z] [1o=]:Jo0=]:[o2 5]
MBS
V¥ EA
E4 M Itime.windows. com B:HXIGMT+8 j
Hardware Time: you can configure date. month. year. hour
Time Server: Select’enable” option, and type
host/address:"time.windows.com”
Time zone: In china, time zone usually is select’'GMT+8"
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Fih P LA

Iping wirw, 163, con| T RS

You can enter some Linux command to execute example “ping” ,"route
“"free”, "fconfig” and so on.

Example execute” ping” command, ping www.163.com and click "execute” button, the
follow info as below

EFEHAT. ..
e

i AP LA

Iping www, 163, comﬂ

4.4.5.4System Upgrade

File name: . .. |

Click “browsing” and select the program file, “update success” appears in the “update
promotion status” after 3-5minute, otherwise it will show fail.
End as system upgrade, the Router will reboot, after then, you had better reset
factory default
Attention: upgrade course don't interrupt operation. Otherwise the Router can't work
normally
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Download Confiz File :backup.wpn {download)

File name: . .. |

Restore

When you need to backup your current configuration file, select "download” and it will
download current configuration file This function could help you to backup your current
configuration

When you want to reset the previous configuration... You can click browse button.
Select the previous configuration file. Click’restore” and start to reset configuration it will
backup your configuration

Attention; for backup and restore, password can’t be backup and restore, after you restore confutation

successfully, you also must use previous password

4.4.6.1Factory default

When you choose “reset factory default”, the system will display as below picture,
click” confirm”, the Router setting will be lost and reset to factory default.
Default username: Admin
Default password: 888888
Default IP address 192.168.0.254
Default Subnet Mask: 255.255.255.0.

Microsoft Internet Explorer x|

2 Warning :
\-'Q) The setking will be lost after you Reset to Factory Defaulks, are you sure?

4.4.7Traffic

This appendix describes how to configure your firewall to allow e-meeting traffic to
pass through it
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FSjEmp 0 |gbp [ Efi#kE(bivs) [T E(kbits)
1 |192.168.ID.1 |192.168.ID.IDD |ED |200 I
2 | | [0 Io =
3 | [0 Io r
FEEsH, [REEAT R (FEIFADSLAER T, AAERFHSAS TR

T

P IETE BEF A B TP

This page, you can input a subnet to control Upstream and Downstream traffic
Select "enable” option and click “save” button, It just start ip traffic control.

Click “IP list “as below, you can choose sorting By ip. Upstream speed or
Downstream speed

IPEENX

. ?ﬁ IPHERF O IR ETEEHF O EFITEESRF

A -1 [ 2 VT

192,168, 10. Té 16. 16 5. TA&
2 182.168.10.10 0. 64 1]

|
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b b b s b b s s b s s b b s s s b s

L:i.nesl2D Include

adzl-stop: Killing adzl-connect
adzl-stop: Killing pppd

chat [20686] : SIGTERM

pppd[20684]: Cormect script failed
pppd[20684] 1 Exit.

kernel: rz_cloze ttws0, count = 1
pppd[20795]: pppd 2.4.3 started by root, uid 0
kernel: rz_open ttw30, count = 1
kernel: rz_open tt¥30, count = 2
kernel: rz_cloze ttws0, count = 2
chat [207958]: abort on (BUST)

chat [20798]: zbort on (NQ DIALTONE)
chat [207T98] : zend (at&d2”™W)

chat [20798] : expect (0K}

chat [20798]: at&d2 NN

chat [20798] : 0K

chat [20798]: —— got it

chat [20798]: zend (ATDT#TTT M)

chat [20798]: expect (CONNECT)

chat [20798]: "N

Choice “log” option, It will display the system auto recordation log it will help you
quickly to check question

Attention: when your used Router in trouble, please save the system log and send out our engineer, we

will try our best to get ride of malfunction

4.4 9Password

This function can change login password, the Router default password is"888888” in order
to make sure network safe, we suggest modify password
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R |
AR |

4.4.10 Reboot

Choose this function and click “confirm” button, it will reboot system

Microsoft Internet Explorer x|

@ Are wau sure rebook syskem?

K
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5 Special configure

5.1 Production upgrade

Router supply production upgraded function about user setting.lt have two different
upgrade mode, itis very easy to used

5.1.1WEB mode

click “services” in left menu, select “System Upgrade”.

M. . . |

Click “browsing” and select the program file, “update success” appears in the “update
promotion status” after 3-5minute, otherwise it will show fail.
End as system upgrade, the Router will reboot, after then, you had better reset
factory default
Attention: upgrade course don't interrupt operation. Otherwise the Router can’t work
normally

5.2 Factory default

Router supply factory default function about user setting.It have two different mode,
web reset mode and reset jack mode

Shenzhen Forwell Wireless Co., Ltd. 38



Forwellfs X EE
5.2.1WEB mode

S71 VPN Server User Manual

click “services” in left menu, select "Factory default”.
When you choose “reset factory default”, the system will display as below picture,
click "confirm”, the Router setting will be lost and reset to factory default.
Default username: Admin
Default password: 888888
Default IP address 192.168.0.254
Default Subnet Mask: 255.255.255.0.

Microsoft Internet Explorer x|

D4 WWarming -
\-':/ The setking will be lost after you Reset to Factory Defaulks, are you sure?

HiH

5.2.2Reset jack mode

you can according to 3.1 chapter about Back board pane, select a” R jack “ be side in
power and LAN port, used pen and press the jack about five sects, it will restoration the
system parameter to factory default. example .when you have forgot the password of web
manage of Router, you can do like this.

5.3 Port map

If the Manager set up on a DMZ or internal network with private addresses, some
configuration of the Manager is required, as well as setting up the port mapping and
access rules in the firewall.

The port mapping must be set up for the web and data ports defined in the Manager.
You must use the same ports in the firewall as on the Manager configuration, both for

HTTP/HTTPS web and for UDP data.

In some firewalls, you have to set up access rules separately from the port mapping,
and in others the access rules are implied by adding the port mapping.
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SHEFROS ShEpIPHht [T EED] RS H P4
== 182. 168. 10. 227 ==

AE00-AA9D (AREE) AB00-AR99 . 168

9999 (iRE) TFE 9999 192. 168. 10. 246 =
60000 CEREE) TFE #0000 182. 168, 10. 189 =
9998 (iRE) = 9998 192. 168. 10. 101 =
1788 (4WiE) T 7788 192, 168, 10. 108 [5=4
1122 (4mEE) = 1066 182, 168, 10,113 =
TITT (REE) == T 182, 168, 10. 76 =
60000 (EREE) == #0000 182, 168, 10. 181 =
2200 R 218.18. 211,66 2000 192, 168. 10, 200 =
9000 (4RiE) TE 8000 182, 168, 10,224 T=
50000-50005 (REE) = 50000-50005 192. 168. 10. 88 =
GE6E (R = 6568 192. 168. 10,54 =
G666 (HRE) TF= 6666 192, 168,10, 78 TF=
5000 (4REE) TFE 5000 192. 168. 10, 233 TFE
11111 (REE) = 11111 182, 1A%, 10. 15 5=
B000 (4RAE) TFE 8000 192, 168. 10. 234 =
8588 (HRE) TFE 8888 192. 168. 10. 148 =
2222 (iWAE) = 2222 192. 168. 10. 168 =
600 (RmEE) T 00 192, 168, 10. 145 [5=4
10000 (REE) = 10000 182, 168, 10, 249 =

Click "create” tab to create a new port map the display as below

NFROS |5
P30 R [220. 182. 63. 27
MHAERO [z0
BRAT A TPIRAEL 157 168, 10. 111

¥ Ctep Cudp & all
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5.4.1Change login address

B T L
PP (ERiED 192, 168, 10, 1 255, 266, 2565. 0

\
P fEarpls 8 G L arpit)
G = e F O R

LAN Cedit): Local Area Network parameter

LAN 7 IP address  the default parameter is 192.168.0.254:10000
Subnet Mask:  the default parameter is 255.255.255.0.

Click” edit” in LAN (edit) tab, Change local IP address .

TP Address [1g2. 163. 100. 1

Subnet Nask [755, 255, 255. 10

If you change successful, the login Address is 192.168.100.1:10000, the other PC
must be change local IP address, and its gateway must the same with Router IP

5.4.2Change login password

Click "Password” in left menu, and type a new password to change login password
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6 Production list

Host Entries 1 Standard supply
Quality card piece 1 Standard supply
power Entries 1 Supply 12V

Production-CD piece 1 Standard supply
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/ Terminology

APN:

Default gateway:

DNS

GPRS

Internet

NMS

SIM

Unlocked State:

VPN:

WAN:

LAN:

DDNS:

Shenzhen Forwell Wireless Co., Ltd.

Access Point Name or APN is the name of an access point for
GPRS. Examples: include internet, vf.internet.au and Telstra.
Internet

When setting up the PC to operate with a Router the gateway
setting. (in the Network settings) must be set to the IP address
of the Router., Using the IP address of the Router as the
gateway, lets your computer, know that you will use the Router
to access remote networks.

Directory Name Server — a server that converts IP addresses
to names. e.g. 64.233.167.99 translates to google.com

Short for General Packet Radio Service, a standard for
Cellular communications which runs at speeds up to 115

kilobits per

A network of computer networks which operates world-wide
using a common set of communications protocols.

Network Management Server — an online system used to
remotely monitor devices on a network.

Subscriber Identity Module — a small rectangular piece of
plastic with a layer of copper. Provided as part of a mobile
telephone service.

A SIM that does not require a password to activate

Virtual Private Network

Wide Area Network, common is Internet

Local Area Network

Dynamic Domain Name Server
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DHCP:

DMZ:

GMT:

ISP:

L2TP:

PPPOE:

PPTP:

wiseless ﬁf$$ S71 VPN Server User Manual

Dynamic Host Configuration Protocol, DHCPfunctionm is auto
get Ipaddress from network configuration

Demiilitarized Zone.

Greenwich Mean Time

Internet Service Provider

Layer 2 Tunneling Protocol

Point-to-Point Protocol over Ethernet, used dial-up.

Point-to-Point Tunneling Protocol, used dial-up.
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